
MERIT’S IPV6 READINESS PROGRAM

ADDRESSING 
THE ISSUE

Time is running out for higher education 
to get up to speed on IPv6

Insights from Merit Network’s IPv6 Readiness Program, a two-year, 
fully funded effort to help its governing members adopt IPv6, show that 
universities may have to play catch-up if they want to take advantage of 
the benefits afforded by the internet protocol for the 21st century.

SEPT. 2021



ADDRESSING THE ISSUE
Time is running out for higher education to get up to speed on IPv62

Executive Summary
One of the foundations of the internet is the 
network address. Each connected machine gets an 
address that allows other addressed machines to 
identify and connect to it. 

The addressing system known as Internet Protocol 
version 4, IPv4, has been empowering the internet 
all along. But decades ago it became clear that the 
number of addresses the system allowed would not 
be enough to cover all the devices that would be 
coming online in the years ahead. Sure enough, in 
2011 the Internet Corporation for Assigned Names 
and Numbers, or ICANN, announced the allocation 
of the last remaining IPv4 addresses. 

“It means the future expansion of the internet 
is now (dependent) on the successful global 
deployment of the next generation of internet 
protocol, called IPv6,” ICANN said upon the 
announcement. “The allocation of the final IPv4 
addresses is analogous to the last crates of a 
product leaving a manufacturing warehouse and 
going to the regional stores or distribution centers, 
where they can still be distributed to the public. 
Once they are gone, the supply is exhausted. 
In this case, the RIRs will distribute the last IPv4 
addresses to Internet Service Providers, universities, 
governments, telecommunications companies and 
other enterprises.”

Four years later, one of those RIRs 
(Regional Internet Registries) announced 
that its supply of IPv4 addresses had 
been exhausted. The RIR was ARIN, the 
American Registry for Internet Numbers, 
which distributes IP addresses in the 
United States, Canada, the Caribbean, 
and North Atlantic.

Luckily, another system called Internet 
Protocol version 6, IPv6, had already 
been developed. Foresighted engineers 
saw the coming depletion of IPv4 

addresses back in the 1990s and developed IPv6, 
which provides a virtually infinite number of 
addresses. Less fortunately, few organizations 
moved to adopt IPv6 in their networks, be they 
private enterprises, government agencies, or higher 
education institutions.

The resistance to deployment tends to arise 
out of cultural and operational inertia within an 
organization, and, for many universities, from the 
additional factor of having been blessed with an 
extraordinarily large amount of IPv4 address space 
in the very early days of the internet.

But, slowly, things changed, and now at least 
40% of US internet traffic runs on IPv6, up from 
single-digit figures eight years ago. More than 29.3 
billion devices will be networked by 2023, up from 
18.4 billion in 2018, according to a Cisco internet 
report from March 2020, with the rise coming from 
continued growth in personal devices and the 
advent of the Internet of Things. Organizations that 
still have not taken steps toward deploying IPv6 are 
at risk of falling behind technologically.

Merit Network runs a Research and Education 
Network and acts as the internet service provider 
for 12 Michigan public universities who are Merit’s 
governing members as well as over 350 additional 
nonprofits in Michigan. In 2017, Merit saw that its 
governing members were on pace to run out of IPv4 

104.37.31.146 
2002:4559:1FE2:0000:0000:0000:4559:1FE2
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addresses within five years. The following year, Merit 
kicked off a two-year, fully funded IPv6 Readiness 
Program to help its governing members adopt IPv6, 
covering everything from the basics to certification 
for engineers. This was done through workshops, 
courses, conferences, and certification training, all 
provided by Merit for free. Participants had access 
to world-renowned IPv6 experts for knowledge and 
support, including through a nine-person Advisory 
Board, and through events with guest speakers, 
such as internet pioneer Dr. Vint Cerf. The program 
also provided an IPv6 deployment roadmap and 
similar guidance documents for ongoing use.

This report, aimed at executive-level higher 
education administrators, will run through the major 
points, considerations, and insights that rose to the 
surface over the Readiness Program’s two years 
through the participation of 395 people — university 
engineers, IT support staff, instructors, and our 
Advisory Board of experts — while providing an 
update on where things stand with IPv6 in the 
world now. It will explain what impact the scarcity 
of IPv4 addresses has had on networks and how 
organizations have managed to get by for so long 
after extra addresses ran out. 

It also will go over the risks of not deploying IPv6 
on a campus network, as well as the benefits of 
deployment. The risks cover the areas of network 
performance, reliability, and security, as well as 
costs, including the steadily rising price of IPv4 
addresses on the open market. On the benefits 
side, IPv6 deployment offers a rare chance to take 
stock of a campus IT infrastructure and overhaul 
it for a future where connectivity is paramount (a 
future that arguably is already here, as the COVID-19 
pandemic has revealed).

The report further lists the major steps of IPv6 
deployment, such as creating a team, making a plan, 
and training, that are of importance to network 
managers and those at the CIO/CTO level. This 
includes IPv6 address planning and acquisition, 
which is quite different from how it’s done with IPv4.

The arrival of IPv6 marked a new era in the 
history of the internet. It is central to protecting 
the internet’s health and role as a promoter of 
innovation. “Deploying IPv6 today, organizations 
can eliminate the need to make costly future 
investments in technology to support antiquated 

IPv4 infrastructure,” ARIN said in 2015 when it 
announced the exhaustion of its IPV4 address space.

The higher education community has been slow 
to adopt IPv6, which puts it in step with most of 
the world but, crucially, doesn’t set it apart either. 
Universities were “at the leading edge” and more 
willing to experiment in the internet’s early years, 
but over time grew cautious as networks became 
essential to operations, said Larry Blunk, a senior 
network engineer at Merit. One unfortunate 
outcome of falling behind could be that higher 
education institutions — the centers of innovation 
that helped give birth to the internet — will look  
like technological laggards.

Meanwhile, IPv6 is already here, to say the least. 
Major wireless service carriers already have 
embraced IPv6, students and faculty connect to 
campus networks using devices that prefer IPv6, 
and major content providers (such as social media 
networks and content distribution companies) are 
already well ahead on deploying IPv6.

“The puck is already going and (universities) haven’t 
even started skating,” said Scott Hogg, one of the 
Readiness Program’s Advisory Board members.

Higher education institutions will have to get on 
board with IPv6 to ensure they are connecting to  
the “whole internet”. At the same time, it gives  
them a chance to build a clean, robust, higher-
performing network.

Merit Network aims with this report 
to help its governing members 
and the greater higher education 
community to project their roles as 
hotbeds of innovation well into  
the 21st century.

“The puck is already going 
and (universities) haven’t even 
started skating,” said Scott Hogg, 
one of the Readiness Program’s  
Advisory Board members.
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IPv6 
128-bit IP address  
340 undecillion addresses 
Address example: 2002:4559:1FE2:0000:0000:0000:4559:1FE2

1. INTRODUCTION
The warnings of an imminent crisis in a fundamental part of the internet have been coming for almost as long 
as the internet has been known to the greater public: The addresses that allow the internet to function are 
running out, and organizations need to get ahead of the problem now.

“The Internet now needs an overhaul if it is to cope with the mushrooming demand from millions of additional 
computers, hundreds of millions of new users, desire for ever-faster connections, and an expected boom in 
access from mobile devices. Its original architectural structure has lasted surprisingly well. But the time has 
come to improve the fabric of the network itself: the software protocols on which it is founded.”

Those words came in 2001, in an article in The Economist comparing the internet to a bridge “groaning under 
the enormous weight of traffic”. (“Upgrading the Internet”. The Economist, March 24, 2001.)

Every machine connected to the internet has an address that allows it to communicate with other connected 
machines. Internet Protocol version 4, or IPv4, is the address system that has prevailed since the early 1980s. 
IPv4 allows for 4.3 billion different addresses — an astronomical number of addresses for the early days when 
the internet was mostly connecting research labs, computing centers, and government offices. Forty years 
ago, engineers thought that would be enough to last well beyond their lifetimes.

What is IPv4 and IPv6?  
Some basics

IPv4 
32-bit IP address  
4.3 billion addresses 
Address example: 104.37.31.146

“IPv” stands for “Internet Protocol version” 
and refers to the addressing system at the heart 
of the internet. Every connected device must have 
an address so other machines in the network can 
identify it and share information. 

IPv4 was developed in the late 1970s and early 
1980s. The Internet Engineering Task Force began 
developing IPv6 in the 1990s in anticipation of the 
depletion of IPv4 addresses.

In February 2011, the Internet Corporation for 
Assigned Names and Numbers, the Internet Society, 
Number Resources Organization, and the Internet 
Architecture Board declared that the last batch of 
IPv4 addresses had been handed out.

In 2015, ARIN announced that it had issued the last 
IPv4 addresses in its free pool — its supply of IPv4 
addresses had been exhausted, in other words. 
ARIN is the American Registry for Internet Numbers, 
one of the world’s five Regional Internet Registries 
that dole out address space. Most of the RIRs by 
now have made similar announcements. ARIN is still 
able to supply IPv4 addresses in a limited form, and 
organizations that request IPv4 addresses are put 
on a waiting list.

In the meantime, organizations and enterprises 
have used technical workarounds, especially one 
method called Network Address Translation (NAT), 
and the private trading market to deal with the 
shortage of IPv4 addresses.

The segments of the addresses identify the networks and hosts (connected machines such as computers, mobile devices, and sensors) being used.

VS.

https://www.economist.com/technology-quarterly/2001/03/24/upgrading-the-internet
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Just over a decade later, it was clear that this wouldn’t be the case. In the early 1990s, engineers began 
working on a new system of addresses. The explosion of connected machines prompted concerned engineers 
to begin work on a replacement to IPv4, called IPv6. (IPv5, Internet Stream Protocol, was experimental, not a 
replacement for IPv4, and never deployed.)

Whereas IPv4 uses a 32-bit address to deliver its 4.3 billion addresses, IPv6 uses a 128-bit address that allows 
for 340 undecillion addresses (340 followed by 36 zeros). Here is one of the many analogies used to describe 
how many addresses this would be: If an IPv6 address weighed one gram, the entire IPv6 address space 
would weigh 56.7 billion times the earth’s weight. 

But decades later still, that replacement has yet to fully catch on, as technical workarounds have kept 
IPv4 alive. Many providers of broadband, wireless, online content, cloud, and social media services have 
enthusiastically moved ahead, but most organizations have not.

Ironically, the institutions that played such a central role in the internet’s early development — research 
universities — have had a reason of their own to not get a jump on IPv6: They were given such an abundance 
of IPv4 addresses that they didn’t have to worry about running out until much further in the future.

Borrowed Time
Nevertheless, borrowed time is running out as IPv6’s momentum gathers pace and technical workarounds 
reach their maximum capacity. In the US, internet traffic is already at least 40% IPv6, judging by figures from 
Google, Facebook, and other internet companies well-positioned to monitor traffic. Just eight years ago, the 
figures were in the low single-digits.

Mobile service providers have been leading the charge on IPv6 in much of the world. In the US, mobile 
networks already have high percentages of IPv6 deployment, according to the Internet Society’s “State of IPv6 
Deployment 2018”, which put Verizon Wireless at 84%, Sprint at 70%, T-Mobile at 93%, and AT&T Wireless at 
57%. (Sprint has since merged with T-Mobile.) “Some mobile networks are taking the step to run IPv6-only to 
simplify network operations and reduce costs,” the report said. The percentages will have only gotten higher 
since 2018. 

With broadband providers also steadily deploying IPv6, more and more users are connecting to higher 
education networks with devices running IPv6.

Data from Google, which 
runs a widely-followed 

IPv6 traffic monitoring 
tool for its network, 
showed IPv6 adoption 
in the US — as 
measured by the 
percentage of users 
that access Google over 
IPv6 — at 45.6% as of 
March 30 of this year. 

ARIN, the American 
Registry for Internet 
Numbers, is the 
organization tasked 

In 2016, ARIN President and CEO John Curran told Network Computing, 

“There are 7 billion people on the planet and 
there are only 4.3 billion IPv4 addresses. ... We 
don’t have enough for everyone with a smart 
phone to have an address, let alone addresses 
needed for your home connection, the computer 
at work, and all those computers in the cloud.”

https://www.internetsociety.org/wp-content/uploads/2018/06/2018-ISOC-Report-IPv6-Deployment.pdf
https://www.internetsociety.org/wp-content/uploads/2018/06/2018-ISOC-Report-IPv6-Deployment.pdf
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with managing and distributing IP addresses in the United States, Canada, the Caribbean, and North Atlantic. 
In 2015, it announced that it had issued the final IPv4 addresses in its free pool — its supply of IPv4 addresses 
had been exhausted. ARIN is one of five Regional Internet Registries in the world, each of which is in the same 
situation or close to it.

“When we designed the internet 40 years ago, we did some calculations and estimated that 4.3 billion 
terminations ought to be enough for an experiment. Well, the experiment escaped the lab,” said Dr. Vint Cerf, 
who was ARIN’s chairman when the 2015 announcement was made and is known as a “Father of the Internet”. 
“The internet is no longer an experiment; it is the lifeblood of commerce, communication, and innovation. It 
needs room to grow and that can only be achieved through the deployment of IPv6 address space.”

ARIN’s announcement followed that of ICANN, the Internet Corporation for Assigned Names and Numbers, in 
2011, when it declared that “the future rests with IPv6” because “a critical point in the history of the internet 
was reached today with the allocation of the last remaining (IPv4) addresses from a central pool. It means 
the future expansion of the internet is now (dependent) on the successful global deployment of the next 
generation of internet protocol, called IPv6.”

ICANN was joined in this announcement by three other organizations central to the upkeep of the internet: 
the Number Resources Organization, the Internet Architecture Board, and the Internet Society.

Lack of Urgency
This report summarizes the work that Merit Network has done in the past several years to promote IPv6 
adoption among its governing members. This has mainly been done through a pilot program that provided 
experts and specialized training courses to members’ IT staffs.

We learned from Merit’s program that Michigan universities have primarily depended upon technologies that 
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https://www.arin.net/vault/about_us/media/releases/20150924.html
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extend the life of their  
IPv4 addresses rather than 
advance the adoption of IPv6 on 
their networks. The issue is viewed 
with little urgency among higher 
education institutions  
(or commercial enterprises)  
in the country.

This raises a number of risks for higher education institutions.  
Among them:

Cybersecurity: Not deploying IPv6 means the network staff is not up to speed on the technology and is 
not monitoring or managing IPv6 traffic on the campus network.

Performance: The workarounds used to compensate for the lack of IPv4 addresses add complexity to a 
network, introducing design constraints and operational friction. The main workaround method, network 
address translation (NAT), funnels traffic into tighter spaces, which causes delay and connection instability.

Costs: The expense of deploying IPv6 can be kept low if the work is planned ahead, allowing time to 
replace network equipment according to natural depreciation cycles, but costs rise the longer institutions 
wait. Besides the possible equipment costs, there is the price of IPv4 address space itself, which is steadily 
rising. Meanwhile, IPV6 address space is virtually free.

Reputational risk: The public expects higher education institutions to be fertile ground for innovation. It 
looks bad when universities, of all places, are behind the curve. 

But besides risks, IPv6 also presents a chance for CIOs and IT administrators to redesign their networks for 
the future — the importance of which the COVID-19 pandemic underscored all too clearly.

To that end, this report also presents major points of consideration for senior IT administrators at higher 
education institutions regarding IPv6 deployment, and provides an update on where IPv6 adoption stands in 
the world today.

2. MERIT’S IPV6 READINESS PROGRAM
Seeing this situation unfold, Merit in 2017 undertook an initiative to help its members take the first steps 
toward deploying IPv6.

Merit Network Inc. is a nonprofit that runs a regional Research and Education Network (REN) in the state  
of Michigan. Merit’s governing members — its owners — are 12 public universities in Michigan. Like other 
RENs throughout the country, Merit serves as the internet service provider (ISP) for its members and  
provides them with IPv4 and IPv6 addresses.

Merit’s history in the development of the internet is deep. Michigan State University, Wayne State  
University, and the University of Michigan created Merit in 1966 to promote inter-university computer 
communications. Merit first connected with Telenet in 1976 and ARPANET in 1983. The networks were 
forerunners of the internet.

From 1987, Merit managed NSFNET, the National Science Foundation’s backbone that connected research 
centers across the country and was key to the explosion of the internet that took place in the next 10 years.

In the early days of the internet, Merit was given huge blocks of addresses to distribute to members, 

“You want to be able to speak both protocols  
 so other people on the internet can reach  
 you in the fastest way possible.” — Scott Hogg,  
 Merit Readiness Program advisor and co-founder of HexaBuild.
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and those blocks have not yet been depleted. But in October 2017, Bob Stovall, Merit’s vice president of 
infrastructure strategy and research, looked at members’ IPv4 requests over the years and saw that they  
were on track to run out of IPv4 addresses within five years if the request rate continued at its same pace.  
The pace has since eased, which delays the eventual outcome but will not prevent it.

As the ISP, it is part of Merit’s mission to maintain the health of the network and to help its members head off 
any problems with their campus networks. In line with this, Merit recommended creating a program to help 
its members adopt IPv6. All twelve CIOs representing Merit’s governing board members approved the creation 
of the IPv6 Readiness Program along with the necessary funding so that all of the program’s offerings would 
be free. 

Merit and its members viewed this as a pilot program that could serve as a model for other higher education 
institutions and RENs. The IPv6 Readiness Program would provide education and guidance, with a focus 
on eliminating two prominent impediments to adopting IPv6 — a lack of IPv6 expertise and the difficulty of 
getting IPv6 deployment programs off the ground. The program also would build a community around the 
deployment of IPv6 among its member universities, so learning and resources could be shared. 

Dawn Bedard, Microsoft –  
Principal PM Manager 
Dawn Bedard is a program manager 
in the cloud and enterprise group at 
Microsoft, responsible for driving the 
implementation of IPv6 throughout the 
company’s infrastructure. In addition to 
managing the IP address inventory, her 
team manages relationships with Regional 
Internet Registries such as the American 
Registry for Internet Numbers (ARIN). 
Bedard has over 20 years of experience in 
consulting companies around the world on 
IP address management (IPv4 and IPv6), 
DNS, and DHCP.

Bill Cerveny, NETSCOUT –  
Principal Software Quality Engineer 
Bill Cerveny tests IPv6 and other network 
functionality at NETSCOUT. Cerveny has 
been active with IPv6 since 2001, having 
coordinated and instructed in more than 
25 IPv6 engineering workshops. Cerveny 
oversaw IPv6-related activities on a 
nationwide US Research and Education 
Network, and assisted with IPv6 transition 
activities for a US government agency.

Jeff Harrington, NYSERNet –  
Director, Network Operations 
Jeff Harrington joined NYSERNet, the 
Research and Education Network for 
New York state, in 1996. As the director 
for network operations, Harrington 

is responsible for the 
day-to-day functions of 
the NYSERNet network 
operations center and 
overall support for 
NYSERNet members. 
Harrington has been 
teaching workshops on IPv6 
since 2010 and continues 
to teach IPv6 at Internet2 
workshops around the 
country.

Scott Hogg, HexaBuild Inc. –  
Co-founder and CTO 
Scott Hogg is CTO and co-founder of 
HexaBuild Inc., an IPv6 consulting and 
training firm. Hogg works on cloud, 
networking, and security systems and is 
co-author of “IPv6 Security”, published by 
Cisco Press. Hogg and his colleague, Ed 
Horley, were the primary IPv6 instructors 
for Merit’s IPv6 Readiness Program.

John W. O’Brien,  
University of Pennsylvania –  
Network Architect 
John W. O’Brien is a network architect at 
the University of Pennsylvania where he 
has been focusing on campus and WAN 
networking and core network services 
since early 2013. O’Brien has been keenly 
interested in IPv6 since 2009 when he 
joined a team developing an IPv6-only, 
space-based network for a US government 
satellite program.

Dr. Ciprian Popoviciu, East 
Carolina University – Associate Professor 
Dr. Ciprian Popoviciu has over 20 years 
of experience working in technical and 
leadership roles in the IT industry. He is 

an industry-recognized IPv6 expert who 
has worked with large service providers, 
enterprises, and governments. Popoviciu 
has authored two books on IPv6, and 
worked on IPv6-related internet standards 
and patents.

Alan Whinery, University of Hawaii 
– Chief Internet Engineer 
Alan Whinery is chief internet engineer 
at the University of Hawaii where he has 
worked in data networking since building 
UH’s first statewide internet in 1991. Since 
2002, he has focused on IPv6 deployment 
and network performance evaluation 
and validation. Whinery is co-chair of 
the Internet2 IPv6 Working Group and 
president of the Hawaii IPv6 Task Force.

Lola Killey, Merit Network –  
Program Manager & Board Chair 
Lola Killey is the program manager for the 
IPv6 Readiness Program at Merit Network.

Michael Milliken, Merit Network –  
Vice President of Technology and Operations 
Michael Milliken’s responsibilities at Merit 
encompass a wide variety of strategic 
technology issues, including technology 
adoption, governance and policy, and 
network architecture, as well as Merit 
network operations.

ADVISORY 
BOARD 
MEMBERS

From left to right: John W. O’Brien, Jeff Harrington, Scott Hogg,  
Dawn Bedard, Alan Whinery, Bill Cerveny, and Dr. Ciprian Popoviciu
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The Readiness Program entailed training, workshops, conferences, and resources tailored to the different 
levels of technical engagement, from IT leadership to engineers to help desk staff. The multi-class training 
curriculum in this way could be mapped to job roles and responsibilities.

This IPv6 Readiness Program ran from January 2018 through December 2019. Seven instructors participated 
in the program, with 388 people receiving training over these two years.

The first meeting under the IPv6 Readiness Program was held in January 2018, bringing together the 
designated contacts for each of Merit’s governing member universities. In February, the first training 
workshop was held. The 36 participants included analysts, developers, support desk staff, engineers, 
cybersecurity staff, managers, and directors who represented 10 of the governing member universities.

Highlights
That began two years of studying the issue 
of IPv6 deployment. The program included 
the following components and highlights: 

• Advisory board member Dr. Ciprian 
Popoviciu of East Carolina University 
taught five half-day courses for IT 
decision-makers. Attendees were 
directors, CIOs, CTOs, CISOs, associate 
vice presidents, associate vice provosts, 
associate superintendents, senior 
directors, executive directors, chief 
network architects, managers, and other 
IT staff. Held three times throughout 
2018 and 2019, the courses covered the 
costs, risks, opportunities, and adoption 
strategies associated with IPv6.

• Merit provided four courses for IT 
professionals who would do the 
hands-on work of deploying IPv6 in 
their organizations. Advisory board 
member Scott Hogg was joined by Ed 
Horley to teach these courses. Hogg 
and Horley are founders of HexaBuild 
Inc., a Phoenix, Arizona-based IPv6 
training company. The courses ranged 
from two to four days and covered 
IPv6 basics, security, troubleshooting, 
and other specifics of deployment. The 
classes combined lecture, hands-on 
training, labs, and live demonstrations. 
HexaBuild brought its own lab which 
included virtual environments and 
an on-site IPv6 wireless network so 
students could practice the skills 
learned in class.

Merit’s IPv6 Readiness Program 
Features
1. Free 
 a. funding approved by Merit’s governing members, for  
  Merit’s governing members only 
 b. all classes free 
 c. all travel expenses paid 
 d. all certificate testing free

2. Five types of training to meet the needs of various job  
 classification levels 
 a. IT leadership 
 b. network engineers 
 c. systems administrators 
 d. helpdesk support 
 e. cybersecurity staff

3. Multiple training class offerings (repeats) to accommodate  
 academic calendars and personal schedules

4. IPv6 certification — internationally recognized — two levels  
 of certification (FREE)

5. Community building — primarily through training classes  
 and quarterly meetings

6. Access to world-renowned IPv6 experts for knowledge and support 

7. Trainers and educators were experts who wrote the books on IPv6

8. Provided a roadmap for implementing adoption that has  
 been tested and used with many different companies and  
 government agencies

9. Template for writing a proposal to executive staff to ask for  
 support and funding for IPv6 adoption within one’s own institution

10. Project management template designed for interdepartmental  
  execution within an institution

11. Reduced pricing for training classes subsequent to the  
  program available on Merit’s marketplace
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• Merit arranged for participants to take, for free, the Silver and Gold certification tests needed to become  
an IPv6 Forum Certified Engineer. Sixty-one trainees earned IPv6 Forum engineer certifications. 

• Annual Member Conferences were held in each of the two years of the Readiness Program. Merit also 
held 15 campus IT leadership meetings, 15 training classes, five advisory board meetings, and a number of 
workshops, webinars, and informational meetings. Quarterly meetings held in 2019 kept the community 
informed of the program’s progress. The final quarterly meeting featured Dr. Vint Cerf, who did seminal 
work on the early development of the internet, such as designing the Transmission Control Protocol (TCP) 
with Bob Kahn at Stanford University, and now is vice president and chief internet evangelist for Google.

• Through the Readiness Program, organizers developed a set of resources that participants and others 
could take back to their institutions. These included an IT infrastructure assessment guide, deployment 
scorecard, project management guide, a deployment proposal template, and a deployment roadmap.  
Merit continues to provide these tools to its governing member institutions.

3. RESISTANT TO CHANGE
Over the course of the Readiness Program events, it became clear that Michigan’s higher education 
community was continuing to rely on IPv4 and did not have plans in place to deploy IPv6. While a small 
handful of Merit’s 12 members had done some basic deployment, most had not. This mirrors the situation  
in the research and education community across the country.

“It’s binary. Either a university cares and has done quite a bit with IPv6, or it has done nothing. There’s not 
much in the middle,” said Hogg at HexaBuild.

A number of reasons for this rose to the surface during the training. A major one was the abundance of IPv4 
addresses that higher education institutions have long enjoyed. Like universities across the country, Merit’s 
members were critical participants in the early, research-oriented internet. Large blocks of IPv4 addresses 
were set aside for them, so they have not been pressured by the depletion of addresses. 

However, even those addresses are diminishing. With the proliferation of IoT, cloud computing, sensors, and 
devices, the depletion point is closing in. While some schools across the US still have plenty of IPv4 address 
space left, many are running out, and some schools have already run out, said members of the Readiness 
Program’s Advisory Board.

Leonard Peirce, a senior applications programmer 
analyst at Western Michigan University, attended 
the four-day network engineering class and other 
program events, and earned the IPv6 Forum Silver 
Engineer certification. 

He came away with strategy and documentation 
guides. The coursework also encouraged him to 
learn more about IPv6 and to build a test network.

Peirce said Merit’s IPv6 Readiness Program spurred 
on member institutions to deploy IPv6. He learned 

that it is important to bring teams together from 
across the organization, devote time to planning 
the process, and gather free resources from other 
universities and the internet.

“We need to start our own 
big undertaking. Looking 
forward, I think it’s going to 
be terrific,” Peirce said.

Peirce recommends that organizations interested 
in starting the transition to IPv6 establish contacts 
with others familiar with the process.

Attending Merit’s IPv6 
Readiness Program
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Other resistance to IPv6 stems from a mix of cultural, demographic, and technical factors, which are at  
play not just in higher education but in the private sector as well.

Network operators are not likely to be the ones pushing for change. Engineers prefer to deal with the devil 
they know. They have all the tools they need to fix the systems they have and are not eager to alter the status 
quo. This includes the heavily relied-upon network address translation (NAT) systems that allow organizations 
to connect many devices to the internet using a small number of IPv4 addresses. (See box, this page.) 

“The sysadmins who have been there a long time have everything under control. They know every nook and 
cranny and can put it together with chewing gum if anything goes wrong. They’re reluctant to change,” said 
Popoviciu at East Carolina University. 

Many higher education institutions have developed tools to deal with copyright infringement problems on 
their campus networks, such as illegal file-sharing. Similarly, they have developed tools to protect students 
against online harassment. (See Deployment section later.) Given the legal and reputational sensitivity 
surrounding these tools, schools are loath to tinker with them.

Institutions also may lack IPv6 security policies and monitoring, and can’t risk being exposed to unknown 
vulnerabilities from IPv6 traffic.

When a university does happen to have an IPv6 champion leading the charge, that person may leave, and no 
one else is willing to pick up the task. “A lot of times you’ll find that one person is the driver, and that person 
leaves and things stagnate. Other engineers are nervous about IPv6 because they don’t understand it. Then 
things go backward. It’s unfortunate but not that unusual,” said Larry Blunk, senior network engineer at Merit. 

The main tool organizations use to work 
around the depletion of IPv4 address space 
is Network Address Translation (NAT). 

NAT preserves IPv4 addresses by taking advantage 
of private IP addresses. NAT uses one public (or 
“globally routable”) IPv4 address to allow many 
devices to connect to the internet. By using private 
addresses, the devices can remain “behind” the NAT 
device. Their internet traffic is funneled through the 
single public IPv4 address.

NAT was intended to be a temporary measure to 
manage the scarcity of IPv4 addresses, yet has 
become a permanent feature of modern networks.

The White House’s Office of Management and 
Budget touched on this in a memo last year, saying: 
“Over time, numerous technical and economic 
stop-gap measures have been developed in 
an attempt to extend the usable life time of 
IPv4, but all of these measures add cost and 
complexity to network infrastructure and  
raise significant technical and economic 
barriers to innovation.”

https://www.whitehouse.gov/wp-content/uploads/2020/11/M-21-07.pdf

https://www.whitehouse.gov/wp-content/uploads/2020/11/M-21-07.pdf
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These factors come together amid the familiar obstacles 
of declining enrollments, budgets pressures, and a lack of 
resources and staff.

All of this points to the need for buy-in at the executive 
levels, where leaders are better equipped to overcome 
cultural and technological inertia, and to provide practical 
resources. Decision-makers at higher levels, such as that 
of the CIO or CTO, are expected to take a longer-term 
view of things and to be on guard against future shocks 
to their networks. 

“The case needs to be made for the president of the 
university, the president of R&D — the person who gets 
NSF grant funding cares about this. Networking engineers 
may not care,” Hogg said. 

Meanwhile, the COVID-19 pandemic, which came just 
weeks after Merit wrapped up the Readiness Program, 
has shown administrators everywhere that surprises 
do happen. It hastened the rise of remote learning as a 
permanent feature of the educational landscape, and 
with it the value of a network that will remain robust for 
years to come. 

The National Science Foundation funds networking and 
cyberinfrastructure aspects of university science and 
research projects through its Campus Cyberinfrastructure 
program. In its guidelines for funding applications, the NSF 
since as far back as at least 2012 has included language 
encouraging IPv6 deployment. 

“Preference will be given to proposals describing an 
operational role for IPv6, for example, describing native 
IPv6 support for one or more specific science applications,” 
the foundation said in its most recent guidelines, as detailed 
in the document NSF 21-58 released this year.

But it has fallen short of requiring that IPv6 be deployed on 
the applying institution’s campus, removing one potential 
pressure point on schools to deploy.

https://www.nsf.gov/pubs/2021/nsf21528/nsf21528.htm

https://www.nsf.gov/pubs/2021/nsf21528/nsf21528.htm
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“If at some point we do truly run out of IPv4 address space, even for NATing, 
that almost certainly will cause some problems. ... The thing that makes me 
most worried is that we’re creating a very brittle infrastructure for everybody.”  
— Dr. Vint Cerf, speaking at the Merit IPv6 Readiness Program Quarterly Meeting, Dec. 2019

4. RISKS AND OPPORTUNITY COSTS
In 2013, Educause, a nonprofit that promotes information technology in higher education, outlined in its 
report “Transitioning to IPv6” the growing risks over the slowness to adopt the new protocol.

“Historically, IPv6 was a technology that was not strictly needed, and most campuses responded with a ‘wait 
and see’ attitude. This is changing rapidly, and current chatter about IPv6 and its association with campus 
cyberinfrastructure has taken on a more urgent tone for a number of key reasons,” the report read.

The risks of delaying IPv6 deployment haven’t diminished in the years since. Two years after that report came 
out, ARIN announced that its supply of IPv4 addresses had been exhausted. 

In that time, world IPv6 adoption went from about 2.5% at the end of 2013 to about 35% today, as measured 
by Google’s widely-used tracking tool. In the US, data from APNIC and Cisco 6Lab showed an adoption rate  
of about 6% at the end of 2013. Other online trackers showed the US was at a rate of 43%-60% as of March  
of this year.

So far, there has been little cost to postponing IPv6 deployment. But that is likely to change as the internet 
becomes a mostly-IPv6 environment. Hogg likens the situation to “playing chicken with internet”. The longer 
institutions neglect the issue, the greater the risks and the higher the costs become.

Vint Cerf, along with Robert Kahn, came up with the 
fundamental TCP/IP protocols that allowed the internet to 
take off. Cerf is known as a “Father of the Internet” and has 
been deeply involved in its development since the 1970s. 
He has been Google’s vice president and “chief internet 
evangelist” since 2005. 

He spoke by video feed at a quarterly meeting of Merit’s 
Readiness Program in December 2019 about the challenges 
of IPv6 adoption. He also shared a bit of the history of 
internet addressing, from his firsthand perspective.

“In 1973, it was unlikely that you could convince anyone that 
you needed 10^38 addresses in order to do an experiment,” 
Cerf said of his work with Kahn. In trying to come up with 
a number for how many addresses would be needed, the 
two did a “back-of-the-envelope calculation” based on 
the assumption that there’d someday be two networks per 
country. 

“And then we said to be really silly it would be 15 million 
computers per network. ... That actually lasted until about 

2011 when ICANN ran out if its available supply,* and the 
other RIRs have run out subsequently.

“At this point of course we’re heavily dependent on things 
like network address translation in order to get all the boxes 
labeled. I am not happy about that. I had thought at the 
time when we announced in 1996 the adoption of IPv6 that 
everybody would recognize the value and importance of 
that, and they would immediately implement it and get it 
over with. Unfortunately, that was also right in the middle 
of the (dotcom) boom just after Netscape Communications 
had gone public and its stock had gone through the roof. 
So no one was focused on IPv6 — they were all just trying to 
get more internet and more applications prepared using this 
new-fangled World Wide Web.”

*The Internet Corporation for Assigned Names and Numbers allocated 
its final blocks of IPv4 addresses to the world’s five Regional Internet 
Registries (RIRs) on Feb. 3, 2011.

https://www.nist.gov/director/vcat/biography-dr-vinton-g-cerf 

https://internethalloffame.org/inductees/vint-cerf.

https://www.google.com/intl/en/ipv6/statistics.html
https://www.nist.gov/director/vcat/biography-dr-vinton-g-cerf
https://internethalloffame.org/inductees/vint-cerf
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Security
Whether an institution realizes it or not, IPv6 
activity already takes place on a campus 
network through mobile devices and 
through networking equipment that is 
IPv6-enabled but whose IPv6 functions 
may not be managed. All modern 
operating systems — including 
student phones and laptops outside 
engineers’ control — have IPv6 
enabled by default.

An IT staff that isn’t trained in IPv6 
can’t be expected to solve security 
threats originating from IPv6 traffic. 
They can’t manage what they don’t 
know, and they can’t monitor what 
they aren’t watching. The traffic 
consequently runs unprotected, 
presenting a latent threat.

If the campus hasn’t deployed IPv6, it 
suggests that network managers haven’t 
given thought to the IPv6 functions in its firewall 
and other cybersecurity equipment and software. A 
Network Intrusion Detection System might be ready to 
detect IPv4 attack patterns but not the same attack pattern when a dual-stack (using both IPv4 and IPv6) 
system is in place. An IPv4 firewall might enforce security policies for IPv4 traffic but not IPv6. 

“You may think you’re safe because you enabled security features for IPv4, but if they’re not enabled for IPv6 
then you have opened the door for people to do bad things,” said Blunk, the Merit senior network engineer.

It should be noted that the risks described here have to do with not the protocol itself but the monitoring  
of traffic that uses it. Contrary to commonly held views, neither protocol is inherently more or less safe than 
the other.

“There’s this myth that IPv6 is more secure. Basically it has the same security as IPv4. It uses the same 
techniques,” said Cerf at Google.

Inasmuch as there are risks to using IPv6, it’s because the protocol is relatively newer. 

“Implementations of IPv6, even if they’ve been around for a while, haven’t been exercised as much as we 
would like, and that means there are some risks. There may be bugs in the code that are exploitable, and 
the bad guys presumably would like to take advantage of that,” Cerf said.

However, as the internet graduates to an IPv6 environment, there will come a day when running two 
protocols will no longer make sense from a security point of view. Continuing to run IPv4 will expose the 
network to unnecessary risks, since two protocols gives bad actors two pathways to attack the network.
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Speed and Performance
An IPv4-only network comes with speed and performance drawbacks as well. 

The use of NAT systems and similar tools to translate traffic adds steps, complexity, and even physical 
distance to connections.

NAT funnels connections into fewer streams, causing them to compete with thousands of other user 
connections. Points of translation also may be at either end of a connection and sometimes throughout, 
potentially adding longer traffic routes to a connection. When students off campus try to connect to the 
campus network using mobile device networks, which are increasingly based on IPv6, their connection ends 
up being routed to a translation point before connecting to the university’s IPv4-only application, such as a 
financial aid portal or an e-learning service.

“You’re forcing many students to go through IPv6-to-IPv4 translation to come to your IPv4-only site,”  
Hogg said.

That’s in addition to the constant “NATing” that takes place on the campus network itself to preserve  
IPv4 address space.

All this leads to delay, a degrading of performance, and unstable or broken connections. The addition  
of more devices on the internet over time increasingly stresses NAT systems. 

“NAT is a terrible mechanism for handling all those devices,” Cerf said.

It also adds maintenance work for staff as each translation point is another component in the communication 
chain where things can go wrong and has to be managed.

As time goes on and more of the internet runs on IPv6, more stress will be put on NAT and other translation 
tools that convert traffic to IPv4, to the detriment of speed and connection quality.

“You’re definitely going to have poorer 
connections; you’re going to hit all the  
‘IPv4 slowness’. But you also have to think 
seriously about scale. NATs need to scale  
with rapidly increasing numbers of  
endpoints and applications,” said Popoviciu  
at East Carolina University. 

The upshot is that NAT systems won’t be able  
to scale up and will ultimately fail.

As the Internet Society put it six years ago:  
"The reality is that connections from users on  
IPv6 networks to services that run over IPv6 are 
going to be faster than connections to services  
still on legacy IPv4 networks that have to go 
through middleboxes such as NAT devices or 
application-layer gateways."
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Equipment Costs
One of the benefits of IPv6 deployment is that, unusually for a problem of this nature, it doesn’t need to  
come with great costs. Servers, routers, and other networking equipment have a natural life cycle, and nearly 
all such equipment these days is IPv6-capable. An organization need only replace equipment along its natural 
refresh cycle to get the equipment it needs to deploy.

But making sure that happens calls for an organized plan, prepared ahead of time. If the institution waits  
too long, it runs the risk of scrambling to replace network components before their natural days are over, 
thereby inducing wasteful spending and upsetting depreciation schedules. Following a plan also ensures  
that new equipment matches the plan’s criteria and that IT departments don’t unwittingly buy gear that’s not 
IPv6-capable.

Without a plan, the institution runs the risk of having to deploy in a hurry, which raises costs: Compressing the 
schedule compresses operating expenses. Staff and consultants have to be hired.

“It takes time to deploy IPv6 and to deploy it well. The last thing you want is to be forced to deploy quickly,” 
Popoviciu said. 

There also are costs to actively avoiding IPv6, such as the time engineers spend switching off IPv6 capabilities 
in equipment for perceived security and privacy reasons. “IPv6 works as well as IPv4, and it’s no more or less 
secure or private. It’s out there, on your network, whether you like it or not. If you’re pouring energy into 
suppressing IPv6 on your network, you’re wasting more time and energy than you would just including it in 
your plans,” wrote Alan Whinery, chief internet engineer at the University of Hawaii and a member of the 
Merit Readiness Program Advisory Board, in his article “Your IPv6 Turn-On Is Late: Here Is Why”.

Maintenance costs come into play here as well, as NAT arrangements bring a need to manage and track the 
various private and public addresses used to make them work. Certain situations, such as connecting to 
cloud networks or other organizations’ private networks, may necessitate even more NAT points, as well as 
other tools, such as virtual private networks. This may in turn call for more IPv4 addresses — the very thing 
all this complexity was meant to avoid. Such design constraints and operational friction can be minimized or 
eliminated with IPv6.

“There are costs associated with running IPv4 
that are not widely recognized,” said John W. 
O’Brien, network architect at the University of 
Pennsylvania and a Merit Readiness Program 
Advisory Board member.

SIPv4 vs. IPv6

http://ipv6hawaii.org/?p=269
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Address Purchasing Costs
The shortage of IPv4 addresses has spawned a market for trading them, replete with brokerages that 
offer to handle transactions.

The price to buy one IPv4 address has been going up by about 20% a year for the past four to five years, 
said Hogg at HexaBuild, with anywhere from a few hundred to tens of thousands of IPv4 addresses being 
bought at once. The trend is expected to continue until at some point, when the general transition to IPv6 
is nearly complete and IPv4 addresses are no longer needed, the price falls sharply.

IPv4.Global, an auction platform for trading IPv4 addresses, showed that the average price for an IPv4 
address went from $22 in mid-April 2020 to $29.5 in mid-April 2021. And the platform’s March 2021 
report showed a price range of $27 to $30 per address.

The cost of an IPv6 address, on the other hand, is practically nothing.
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Historical IPv4 prices at IPv4.Global, a marketplace  
for buying and selling IPv4 address space
IPv4.Global also notes that prices have spiked in line with the loosening up of pandemic-related 
restrictions. “As companies are resuming projects put on hold for the pandemic, demand has driven 
prices to double since the end of 2020. Typical prices in the middle of September 2021 are spread widely 
from $45 to $55 per address, with supply barely keeping up,” said Lee Howard, senior vice president at 
IPv4.Global.

More data can be found at ipv4.global.

https://auctions.ipv4.global/prior-sales
https://ipv4.global/march-2021-ipv4-auction-sales-report/
https://ipv4.global/march-2021-ipv4-auction-sales-report/
https://ipv4.global/
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Connectivity
Higher education campuses host a wider range of connections than most organizations, with online services 
for students, academics, workers, sports teams, retailers, police, and housing. Their networks will have to 
advance in step with IPv6’s adoption throughout society to maintain robust connectivity.

More and more schools are adding e-sports, where IPv6 is preferred, and IPv6 also is used in wide-area 
research networks, Whinery said. This is important for research universities engaged in computing-intensive 
projects where large sets of data are sent between organizations.

Reputational Risk
Wasteful spending on networking gear, slow and unstable networks, connectivity issues, and being caught 
unprepared for cyberattacks reflect poorly on an institution. Sooner or later, an institution that hasn’t 
deployed IPv6 will look like it has fallen behind the technology curve.

Beyond individual institution considerations, the reputation of higher education as a whole is at stake. 

“Campuses have historically been incubators for internet advances and technologies and have generally 
assumed the role of promoting the health and evolution of the internet while simultaneously encouraging 
innovation,” wrote Educause in its 2013 report. “Our educational mission presses us to ensure we are ‘walking 
the talk’ by deploying the technologies that we are preparing students to use and engineer. Consistent with 
our historical role and in the interests of our institutions and communities, colleges and universities are 
natural candidates to promote the migration from IPv4 to IPv6.”

Society expects campuses to be sources of innovation and for higher education to lead the way, and not  
be a laggard.

Reputational risk, as well as financial risk, could become more acute if an unexpected technological 
advancement were to increase the pressure to deploy IPv6. Such unexpected accelerations do happen, as 
was seen with the COVID-19 pandemic. The advent of 5G technology in cellular networks is one area where 
sudden demand for IPv6 capability could arise.

It’s one thing to brush aside costs in performance or maintenance of NAT systems. It’s another to be caught 
flat-footed in the face of rapid technological change.

Opportunity Costs
For each of the risks listed, there are benefits to the flipside — of getting started early and not missing  
out on opportunities.

• Direct IPv6 connections make the network cleaner. They simplify traffic routing, and improve speed  
and connectivity by removing complications brought on by NAT and other translators.

• While waiting too long increases equipment costs, deploying early can bring the costs down to  
almost nothing.

• Using IPv6 addresses not only avoids paying for expensive IPv4 addresses. It also preserves IPv4 
addresses for other uses, including “dual stack” functionality — using both protocols — that makes  
the transition period easier and less costly. (See following section on Deployment.)
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• Instead of turning a blind eye to IPv6 traffic, developing skills in the protocol allows an IT team to  
build more robust security.

• A reputation as a home of innovation is good for recruiting.

Administrators can take an offensive posture rather than a defensive one. It offers a window of opportunity  
to take stock of the network, unearth old skeletons, and redesign the architecture with an eye toward a  
future where robust IT will be a requirement for student success.

“This is a chance to go on the offensive,” Popoviciu said.

5. IPv6 DEPLOYMENT
As of spring 2021, IPv6 in the US made up somewhere between 40% and 60% of internet traffic, depending 
on which tracking tool is referenced. Estimates on when the internet will be almost entirely IPv6-driven vary 
considerably and should be taken lightly, but one made by Hogg puts 2030 as the “hard date”. Accelerating 
factors such as the rising price of IPv4 addresses and federal mandates on IPv6 could help bring that about.

Given that timeline, higher education institutions are advised to begin planning their deployments within the 
next year or two.

Two years is a “reasonable rule of thumb” for how long it takes a higher education institution to fully deploy 
IPv6, Popoviciu said. “Give yourself two years. If it ends up being less, that’s fantastic.”

For the purposes of this report, we only note a few major points and steps regarding IPv6 deployment  
that high-level administrators should be aware of. Merit created materials that were developed over the 
course of the Readiness Program for the governing members’ staff who would do the work of deploying IPv6. 
See the Resources section at the end of this report for more information on those materials. 

“Many practicing network engineers today have worked mainly or exclusively in 
environments where a publicly routable IP address is an exceptionally scarce 
resource. Consequently, a number of network design patterns that came into 
popular use over the last 20–30 years have been strongly influenced by IP 
address scarcity, and these are now widely taken for granted. 

“We need to reexamine the way we build and operate networks as the world 
transitions to IPv6, because one of the most profound differences is that an 
IP address will never again be a scarce resource. IPv6 will enable us to design 
better networks.” — John O’Brien, Merit Readiness Program Advisory Board member and network 
architect at the University of Pennsylvania, in a 2018 piece for TeamARIN, a site managed by the 
American Registry for Internet Numbers
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Major Steps of Deployment
The broad categories of activity involved with deployment are team-building, planning, security,  
training, and configuration. (Another major deployment category, address planning and acquisition,  
is covered in the next section.)

Creating a team. The team assembled to 
carry out the deployment typically will be an 
interdisciplinary one, starting from the level of 
a CIO and carrying through to an IT executive 
sponsor, program manager, project managers, 
and subject matter experts. Subject matter 
experts include staff who manage the network 
and those who work on specific IT applications. 
Not to be left out is the help desk staff, who 
also will need to be familiar with IPv6. 

Planning. The IPv6 deployment team will 
develop and maintain a master plan for its IPv6 
deployment. The plan covers the management, 
technical, and security aspects of deployment, 
as well as specific hands-on tasks. 

The master plan covers LANs, servers, 
desktops, security, applications, and other IT 
systems, as well as the overall management of 
the deployment. It encompasses sub-plans that contain the minutia and technical details. It also in some form 
takes account of or allocates capital and operational expenditures.

Security. The security implications of deploying IPv6 should be considered early, as turning functions on 
without knowing the impact on security opens the door to trouble.

Training. As with any new technology, IPv6 has a learning curve. The IPv6 deployment team creates the 
training plan to educate IT services staff and others within the organization as needed.

Configuring equipment. This is the actual hands-on work of typing commands and checking boxes in 
routers, servers, firewalls, and other equipment.

This is also where services such as Canvas, Blackboard, cloud subscriptions, 
internally hosted applications, authentication, and authorization have to be 
evaluated for their IPv6 readiness.

Piloting. It’s advisable to pilot the rollout 
in a small part of the network (such as the IT 
department) before deploying it to the rest  
of the network.

“We had a small, hyperactive team of people 
implementing IPv6 on our backbone system starting 
around 2010 or so. It was a small group and they just 
hammered away nailing every little problem that 
popped up.”

“The implementation is painstaking in the sense that 
you have to find every place that thinks an internet 
address is 32 bits and make sure it knows there 
are two varieties of it. So getting every little detail 
was time-consuming, but it didn’t require an army 
of people and it didn’t cost a fortune.” — Vint Cerf, 
Google’s chief internet evangelist, speaking on Google’s 
IPv6 deployment at the Merit IPv6 Readiness Program 
quarterly meeting in December 2019

TEAM SECURITY PILOTING

PLANNING EQUIPMENT

TRAINING
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Mitigating Factors
While it takes time to fully deploy IPv6, administrators can take heart in knowing 
there are a few factors that can make the transition easier.    

Costs can be kept low. Because nearly all new IT 
equipment at this point supports IPv6, deployment doesn’t 
have to call for much capital spending. The costs come 
mainly in the form of employees’ time: to learn IPv6 and 
do the deployment work itself. By deploying slowly and 
methodically over a few years, these operational costs too 
can be kept low. A team of 20 people working two hours a 
week would put in about 2,000 hours of work, equivalent 
to one full-time employee. “You can get a lot done in that 
time,” Hogg said.

There is a “dual stack” transition period. “Dual stack” 
refers to systems that operate IPv4 and IPv6 at the same 
time. This is a practical necessity, as the world has to use 
both protocols during the transition, and one that has the 
welcome extra effect of buying organizations time.

Deployment of IPv6 does not require the transition of 
all networks and services at once. It can be done on an 
incremental basis, while dual-stack configurations allow 
existing IPv4-only networks and services to continue to 

“A notable advantage of Penn’s 
approach to deploying IPv6 — 
gradually — is that the need for 
dedicated investments has been rare. 
Almost without exception, Penn has 
added IPv6 support and capabilities 
as part of the normal technology 
refresh cycle. One of the significant 
types of decision has been when 
to shift IPv6 support from a nice-
to-have to a must-have feature for 
each of the items in our IT portfolio.” 
— John O’Brien, Merit Readiness 
Program Advisory Board member and 
network architect at the University 
of Pennsylvania, in a 2018 piece for 
TeamARIN, a site managed by the 
American Registry for Internet Numbers

Administrators should also know how IPv6 affects online privacy. 

IPv6’s abundance of addresses provides users with greater privacy because the users’ devices can switch 
addresses more readily and thereby protect users’ location and identity. This is by design: IPv6 in its 
earlier days had markers in its addresses that stayed with a device from place to place and time to time 
— potentially allowing constant tracking of a user. IPv6 developers realized this and changed it to allow 
devices to randomize addresses. Windows, for example, changes the address when the device moves to  
a new location.

While this is good for privacy, it can be bad for a university that has to worry about activities such as  
illegal file-sharing and online harassment or bullying, both of which tend to be more prevalent in  
campus networks. Schools have tools to manage these issues in an IPv4 environment and which are  
used when law enforcement officers ask for help identifying wrongdoers. But the tools may not be  
suited to an IPv6 environment.

“It’s complicated because the same tools don’t work for both protocols,” said Larry Blunk, senior network 
engineer at Merit.

There are tools for the IPv6 environment too, but the networking staff first needs to know that it needs 
different tools from the ones they’ve been using, and this all can be covered in the deployment plan.

“You need the backend infrastructure that allows you to map all these IP addresses to the right user,”  
said Dr. Ciprian Popoviciu at East Carolina University.
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operate as IPv6 is introduced. To facilitate, an algorithm called “Happy Eyeballs” determines which of IPv4 or 
IPv6 will deliver the fastest route in a given moment and sends a device’s traffic down the speedier path.

Note that the Office of Management and Budget issued new guidelines in November 2020 mandating 
that US federal networks be 80% IPv6-only as of 2025. IPv6-only deployments can still 
accommodate IPv4 traffic at the internet-facing “edge” of an organization’s network 
but otherwise forgo the full-blown dual-stack arrangement that has long been 
recommended. While more organizations are moving in this direction, dual-
stacking remains the safest bet for ensuring stable, reliable connections 
across the board.

Working from the outside in delivers meaningful results early.

Simple web, DNS, and email configuration changes are low-
hanging fruit that can quickly bring IPv6 functionality to the 
public internet-facing services that are familiar to students  
and faculty: websites, email, and internet applications such  
as admissions, enrollment, student information systems, 
online lectures, and connections to platforms like  
Canvas and Blackboard.

Similarly, starting from the network’s “edge” — its  
firewalls and routers — and working inward delivers  
early results quickly.

“There really isn’t anything you need to buy. Much of what 
you have in your environment already supports it; it’s just 
a matter of turning it on,” Hogg said in an “IPv6 Business 
Case” presentation.

From there, the institution can work inward to its wireless 
service, data centers, labs, and so on.

Edge-in deployment is commonly recommended guidance. 
But some institutions may have reason to start from a different 
point. Examples include labs, certain internal services, data centers, 
high-performance computing environments, science teams, and 
collaborations that call for large data transfers with outside organizations.

6. Address Planning and Acquisition
Another important early step in IPv6 deployment is getting the IPv6  
addresses themselves. 

There is more to address planning than one might think, and there are meaningful differences between  
IPv4 and IPv6 address planning and acquisition. “IPv4 thinking” is the biggest risk to designing an effective  
and lasting IPv6 address plan — applying an IPv4 template to an IPv6 address plan won’t work.

IPv6 offers greater scope of what can be accomplished with an internet address. Because IPv6 addresses 
are longer (have more bits) than IPv4 addresses, network architects can embed more information into 
them. Besides “topological” information, which typically describes where a machine is physically located, 

https://www.youtube.com/watch?v=_x4HL4ZMsLE
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IPv6 addresses can also contain network policy information, such as rules that control access to certain 
departments, such as the financial records office or a university hospital.

“IPv6 eliminates for good the problem of address scarcity. What remains is a rare opportunity to design a 
network address plan that provides long-term operational ease and unlimited scale”, said Tom Coffeen, 
HexaBuild co-founder and author of “IPv6 Address Planning”.

Acquiring addresses usually begins with a request to the American Registry for Internet Numbers, or ARIN, 
which provides addresses in Canada, the United States, and many Caribbean and North Atlantic islands. 
(Merit has already reserved IPv6 addresses, and members can obtain them directly from Merit. See excerpt from 
Merit’s “IPv6 Deployment Goals and Roadmap” below.)

Two points to note here:

• ARIN wants to give organizations more IPv6 addresses than they need. This is quite different from how 
ARIN distributes IPv4 addresses. The scarcity of IPv4 addresses has forced ARIN to be economical with 
them, and IT managers have to justify their requests when they ask ARIN for more. 

But the near-infinite abundance of IPv6 addresses means ARIN can be generous with them. ARIN also 
has an interest in being generous: It doesn’t want organizations to have to keep coming back for more. 
This was, after all, one of the reasons why IPv6 was created in the first place.

One “benefit to IPv6 is the ability to ‘set and forget it’,” said ARIN Technical Services Manager Jon Worley 
at an ARIN workshop in March 2021.

• As noted in the “Address Purchasing Costs” portion of the Deployment section earlier, the cost of IPv6 
addresses is virtually free, while the price for an IPv4 address is about $30 and rises every year.

Address Planning 
Excerpt from the “IPv6 Deployment Goals and 
Roadmap” developed during Merit’s Readiness 
Program, offering guidance on address planning:

Determine IPv6 address source

• Obtain Merit addresses

• Request ASN from ARIN and create updated  
 registry information

Build Initial IPv6 addressing plan

• Draft initial IPv6 addressing plan

• Obtain IPv6 /40 prefix from Merit

• Get Provider Independent (PI) block of  
 IPv6 addresses from ARIN (/32 preferably)

• Create detailed IPv6 addressing plan in  
 IPAM system

Requesting Addresses  
from ARIN 
Guidance from ARIN, the American 
Registry for Internet Numbers, on how 
many IPv6 addresses an organization 
should request for the size of a given 
network: “Start with the number of sites 
in your network (offices, datacenters, etc) 
to determine overall block size.”

Number of Sites Block Size

1 /48

2-12 /44

13-192 /40

193-3,072 /36

3,073-49,152 /32
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Knowledge from the Field 
Alan Whinery is chief internet engineer at the 
University of Hawaii, co-chair of the Internet2 IPv6 
Working Group, and president of the Hawaii  
IPv6 Task Force.

He worked on the deployment of IPv6 at the 
University of Hawaii, which began in 2008 and took 
about a year. Whinery offered two tips for other 
campuses preparing to deploy IPv6.

One is to not agonize over the address plan. 

“Take your best shot and go with it. It’s not going 
to be permanent anyway,” he said. “People agonize 
over it and delay the rollout. Get a good one and 
move forward.”

Whinery said campuses can relax a bit when it 
comes to training, as well. On-the-job training, as 
opposed to special offsite training, has worked for 
the University of Hawaii.

“We found that the staff adapted pretty well,”  
he said.

Whinery also has a forward-thinking tip for network 
managers on how to smooth the transition to IPv6 
smoother by using a variation on Network Address 
Translation, or NAT. 

In a presentation to the Internet2 Technology 
Exchange in San Francisco in 2017, Whinery  
talked about how to use a variation on Network 
Address Translation, or NAT, to smooth the 
transition to IPv6.

NAT is commonly used to make the most out of a 
small supply of IPv4 addresses by taking advantage 
of private addresses. This allows a network to 
put many devices, each with a private address, 
“behind” just one public IPv4 address. This is how 
organizations have managed to get by for so long 
after the pool of IPv4 addresses was exhausted.

But as time goes on and more devices seek to use 
the network, a NAT needs more and more IPv4 
addresses to assign to those devices. The NAT 
becomes bigger and takes more time and money  
to manage.

An alternative is to use NAT64 (pronounced “NAT 
Six Four”), which turns things around by assigning 
IPv6 addresses to all devices. This has the benefit 
of setting up the transition to effectively end itself. 

As time goes on, NAT64 
will be called on less and 
less as fewer IPv4 requests 
occur. At some point in 
the future, it simply stops 
being used, with no need 
for networking staff to 
do anything. They do not 
need to run around turning 
things off or removing 
equipment. The transition is complete. 

“The more IPv6 grows, the less NAT you have to 
do. NAT64 is NAT that shrinks rather than NAT that 
grows,” Whinery said.

This contrasts favorably to the inverse situation, 
where an IPv4-only network is continuously 
forced to use more IPv4 addresses and do more 
translating to work. And then later, when the time 
finally arrives to switch to an IPv6-only network, 
managers are still faced with the big job of 
uprooting their bloated NATs and rebuilding.

“There’s no exit strategy for the big NAT scenario,” 
Whinery said. “You’re not leading to a point where 
you can start to not need it anymore. If you just 
build bigger and bigger NAT, and you do reach the 
point where you say, ‘IPv6 is the next step for us,’ 
you’re going to find it’s a big forklift upgrade and 
you’ve got to tear it all up by the roots.”

Other advantages Whinery pointed out:

• Sending traffic to a NAT64 means an organization 
doesn’t need a IPv4 network anymore, and it 
doesn’t need a dual-stack network anymore. “Dual 
stack” refers to networks that run both protocols 
at the same time.

• NAT64 also helps avoid steadily rising prices for 
IPv4 addresses. “The more you shift to IPv6-only 
networking, the less you spend precious IPv4 
addresses on building an IPv4 network.”

• It also “doesn’t require you to put protocols 
in tandem and use double router memory 
everywhere and double configuration memory 
everywhere.”

Whinery’s Internet2 presentation can be viewed at: 
https://www.youtube.com/watch?v=Ff42BN7aPbc

ALAN WHINERY

https://www.youtube.com/watch?v=Ff42BN7aPbc


ADDRESSING THE ISSUE
Time is running out for higher education to get up to speed on IPv6 25

7. Key Data Points
IPv6 Adoption
Various organizations track IPv6’s growing usage in the world using various methodologies.  
Here is a sampling.

Cisco tracks IPv6 adoption by country through its 6lab project. As of Sept. 9, 2021, it put IPv6 adoption in the 
US at 56%. However, many countries are now above 60%. Here are a few:

Greece Belgium Germany India Thailand

65% 64% 63% 63% 64%

Content providers have an inside perspective on the state of things, as they have a view on traffic. (It’s possible 
for routers, servers, websites, and devices to have the capability to use IPv6 but for traffic to still, for various reasons, 
be flowing through IPv4. Content providers, on the other hand, can look at their own networks to see how much  
each protocol is actually being used, making their data a useful proxy for the overall internet.)

Google provides one of the most referenced tools for tracking protocol use. Its IPv6 adoption tool, which 
shows the percentage of users who access Google over IPv6, showed a global adoption rate of about 35%  
for the summer months of 2021. (Tellingly, the rate varies according to a consistent weekly pattern.) IPv6 use 
spikes on weekends when more people are using devices over wireless and broadband services outside  
of the workplace, and then falls during the workweek. 

As one would expect, the weekly fluctuation range tightened when COVID-19 lockdowns took hold in  
spring 2020.

For the US, it showed an adoption rate of 47% as of Sept. 9, 2021.

India Belgium Malaysia Germany France

62% 51% 54% 51% 48%

Facebook also tracks traffic on its network by protocol. As of Sept. 7, 2021, it showed that 33% of global  
traffic on its platform used IPv6. The US rate on that date was 59%. 

India Malaysia Germany Belgium France

68% 57% 58% 54% 52%

Akamai operates a content distribution network that helps its customers’ websites load faster by placing 
images, videos, and other content on servers throughout the world. This gives the Massachusetts-based 
company a view of world traffic.

https://6lab.cisco.com/
https://www.google.com/intl/en/ipv6/statistics.html
https://www.facebook.com/ipv6/?tab=ipv6_country
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Akamai monitors IPv6 adoption trends and ranks countries by percentage according to their IPv6 connections. 
As of Sept. 9, 2021, Akamai showed the US as having a 38% adoption rate, for a ranking of 10th highest in the 
world. The top five were:

India Malaysia Germany Belgium France

60% 48% 46% 45% 44%

The Asia Pacific Network Information Centre (APNIC), the Regional Internet Registry for the Asia Pacific 
region, also tracks IPv6 usage by country and showed similar numbers, putting the US at about 48% as of 
Sept. 9, 2021.

Adoption by University, Government, Industry Sectors in the US

The National Institute for Standards and Technology (NIST) breaks down IPv6 deployment according to 
government, industry, and university sectors (i.e., .gov, .com, .edu).

The measurements track IPv6 deployment in the categories of DNS, web, and mail internet services.

NIST regularly tests 346 university domains — roughly corresponding to the number of schools in the Division 
1 sports category, generally the biggest universities in the US.

Of the domains tested on April 18, 2021, 49% of DNS services were operational over IPv6, 19.5% of mail 
services were operational over IPv6, and 19.4% of web services were operational over IPv6. (Note that not all 
sites offer services in all three categories, perhaps because those services are provided through outside vendors.)

Only 3.5% of the domains had all three services IPv6 enabled. About 63% had one or two, and 33.5% had none 
of them enabled.

IPv6 Adoption by Sector
As measured by testing services across domains

University 
(.edu)

Government 
(.gov)

Industry 
(.com)

DNS Services 49% 81% 64.3%

Mail 19.5% 30.3% 7%

Web 19.4% 58.1% 19.1%

Domains with all three services enabled 3.5% 40% 3.6%

Domains with one or two of the services enabled 63% 45.4% 67.2%

Domains with none of the services enabled 33.5% 14.6% 29.2%

Source: National Institute for Standards and Technology (NIST), April 2021

https://www.akamai.com/visualizations/state-of-the-internet-report/ipv6-adoption-visualization
https://stats.labs.apnic.net/ipv6/?s=IPv6+Preferred&amp;d=Auto&amp;w=30&amp;t=Auto
https://fedv6-deployment.antd.nist.gov/cgi-bin/generate-com
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For the government sector, NIST tested 1,250 domains on April 19 and found 81% of DNS services were 
operational over IPv6, 30.3% of mail services were operational over IPv6, and 58.1% of web services were 
operational over IPv6.

About 40% of the domains had all three services IPv6 enabled, 45.4% had one or two, and 14.6% had none  
of them enabled.

For the industry sector, NIST tested 1,070 domains on April 17 and found 64.3% of DNS services were 
operational over IPv6, 7% of mail services were operational over IPv6, and 19.1% of web services were 
operational over IPv6.

About 3.6% of the domains had all three services IPv6 enabled, 67.2% had one or two, and 29.2% had none  
of them enabled.

Connected Devices
The ever-expanding number of networked devices has led to the depletion of IPv4 addresses, and the 
pressure isn’t letting up. According to Cisco’s annual internet report from March 2020, 29.3 billion devices will 
be networked by 2023, up from 18.4 billion in 2018. Per capita, that’s 3.6 networked devices by 2023, up from 
2.4 in 2018. Much of the growth comes by way of devices in the Internet of Things category, or what Cisco 
calls machine-to-machine (M2M) devices. “By 2023, M2M connections will be half or 50 percent of the total 
devices and connections. M2M connections will be the fastest-growing device and connections category.”

Loading Speeds
IPv6 offers faster speeds for users, though by how much varies according to many factors.

IPv6 is faster about half of the time, Geoff Huston, a widely-noted IPv6 expert at APNIC, said in a 2015 report.

APNIC runs an online tool that compares IPv4 and IPv6 traffic in the world. Most regions show IPv6 having 
faster mean round-trip times. According to the 30-day average on April 14, 2021, the Americas showed that 
IPv6 speeds were 6.43 milliseconds faster than IPv4. For the US, the figure was 10.1 milliseconds.

A Facebook representative reported at the V6 World Congress 2015 that the company was seeing users’ 
News Feeds loading 20-40% faster on mobile devices using IPv6 than IPv4.

The Internet Society said in 
its “State of IPv6 Deployment 
2018” report that Google, 
LinkedIn, Akamai, and Facebook, 
upon deploying IPv6 in their 
networks, found performance 
improvements: “They report that 
delivering their services using 
IPv6 appears to improve user 
experience in terms of download 
times,” the report read. “IPv6-
only [data centers] are reducing 
operational complexity for these 
very large service providers.”

Generally speaking, “IPv6 currently is about 15% faster than IPv4,” Popoviciu said.

“There has been a growing trend of IPv6 usage on the 
internet. If you look at the last month of connections made 
worldwide by Apple devices, we see that IPv6 now accounts 
for 26% of all connections made. Twenty percent of the 
time, the connection could have used IPv6, but the server 
didn’t have it enabled. And when IPv6 is in use, the median 
connection setup is 1.4 times faster than IPv4. This is 
primarily due to reduced NAT usage and improved routing.” 
— Jiten Mehta, speaking for Apple at the 2020 Apple Worldwide 
Developers Conference

https://www.cisco.com/c/en/us/solutions/collateral/executive-perspectives/annual-internet-report/white-paper-c11-741490.html
https://stats.labs.apnic.net/v6perf
https://www.youtube.com/watch?v=An7s25FSK0U&t=1140s
https://www.internetsociety.org/wp-content/uploads/2018/06/2018-ISOC-Report-IPv6-Deployment.pdf
https://www.internetsociety.org/wp-content/uploads/2018/06/2018-ISOC-Report-IPv6-Deployment.pdf
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IPv6 Adoption Outlook
Predictions vary as to when the internet will be one of almost entirely IPv6 traffic.

Hogg at HexaBuild estimates, based on the trajectory of the Google IPv6 tracking tool, that 90%  
of internet traffic will be handled by IPv6 addresses as of 2030. Government mandates could quicken  
the pace, too.

In the US, the Office of Management and Budget in November 2020 issued new guidance on the Federal 
government’s IPv6 deployment, requiring federal agencies to switch to IPv6-only network environments. 
Agencies’ IPv6 deployment plans must show they will meet certain milestones, including one to have at  
least 80% of IP-enabled assets on federal networks operating in IPv6-only environments by the end of  
fiscal year 2025.

At the other end of the projection range, a group at Georgia Tech in 2019 predicted that the day when the 
internet is nearly all IPv6 (the “end game”, as they called it) wouldn’t come for at least another 20 years. 
They wrote this in an article titled “Economic Factors Affecting IPv6 Deployment” for TeamARIN, an IPv6 
resource site run by the American Registry for Internet Numbers, after conducting an intensive statistical 
study commissioned by ICANN. (“The Hidden Standards War: Economic Factors Affecting IPv6 Deployment”) 
The authors largely attribute their prediction to organizations’ need to maintain backward compatibility with 
IPv4 — running both address protocols under “dual stack” arrangements — which will act as a drag on the 
changeover. Notably, this does not preclude the onset of IPv6, but simply says the dual- protocol period may 
last longer than expected.

Predicting the “end game” is a fool’s errand, given the shifting number and nature of the variables involved, 
such as the rising price of IPv4 addresses. But there are “plausible arguments” for predictions at either end of 
these projected timelines, said David Farmer, a senior network design engineer at the University of Minnesota 
and former ARIN Advisory Council member.

In any event, IPv6 is here and growing.

Conclusion
More evidence of IPv6’s steady advancement can be seen in numbers provided by the World IPv6 Launch 
site, run by the Internet Society. The site tracks “network operator measurements” of IPv6 deployment as a 
percentage for a given network. 

Two US universities stand out for their deployment percentage, with the University of Pennsylvania at 88.05% 
and Virginia Tech at 87.56% as of April 14, 2021.

Major broadband and wireless providers in the US have charged ahead.  
Here is a sampling, also as of April 14, 2021: 

• T-Mobile USA: 91.95% 
• Verizon Wireless: 83.31% 
• AT&T Wireless: 83.29% 
• Comcast: 73.63% 
• Cox Communications: 61.78% 
• Charter Communications: 53.41%

https://teamarin.net/2019/05/02/economic-factors-affecting-ipv6-deployment/
https://www.internetgovernance.org/wp-content/uploads/IPv6-Migration-Study-final-report.pdf
https://www.internetgovernance.org/wp-content/uploads/IPv6-Migration-Study-final-report.pdf
https://www.worldipv6launch.org/measurements/
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The site describes IPv6 as “the new normal”, saying “IPv6 is critical to the internet’s continued growth as a 
platform for innovation and economic development.”

The figures serve as a reminder that deployment will have to be done sooner or later. As has been shown 
here, it’s still early enough in the game that the risks of not deploying become bonuses for those who deploy 
early. The reputational risks, performance problems, and costs turn into advantages, whereas delaying means 
having to play catch-up later and imparts no early-adopter advantages.

This report, it should be noted, generally does not distinguish between dual-stack deployment and full 
“IPv6-only” deployment, choosing instead to let “deployment” cover either method, as each does indeed 
accommodate IPv6 traffic. It focuses on getting off the starting line.

However, the ultimate goal — an IPv6-only internet — should not be overlooked amid the deployment 
journey. It’s easy to forget that once the work of deployment is done, after the need for dual protocols passes, 
there will be a better internet. By dealing with a shortage of addresses there comes on the other side a 
cleaner, more robust network.

“The benefit of IPv6-only is losing dependency on the legacy protocol. Getting out of those restrictions 
means we won’t have to do multiple layers of NAT in our internal network as we’re doing today. There is an 
undisturbed traffic flow. We’ve observed internally faster network connections, because IPv6 is not disrupted 
by NAT, and we assume that the code in network devices that supports IPv6 is newer and it seems to be 
written in a better way,” wrote Veronika McKillop, network architect and CSEO at Microsoft, in a 2019 article 
(“Microsoft Works Toward IPv6-Only Single Stack Network”) at TeamARIN.

“The real benefit of IPv6 is when it’s a single-stack network.”

The COVID-19 pandemic has shown how the unexpected can suddenly and urgently affect campus networks. 
“It’s interesting how things evolve. Broadband providers have moved aggressively on IPv6. Now students  
study from home. You are making a bet that you have time to go to IPv6 because you made the assumption 
that all students are going to be on campus,” said Popoviciu at East Carolina University, reflecting on the 
pandemic’s impact.

The advent of 5G technology could be the next wave of change to spur on the shift to IPv6, he said.

Universities won’t have another two decades to ignore IPv6. Said Bob Stovall, Merit’s vice president of 
infrastructure strategy and research: “It’s important that organizations begin planning and collaborating, that 
they inform decision-makers in areas like finance and program management — beyond the technologists.”

Resources
Merit Marketplace

The Merit Marketplace offers a wide variety of software, training, and services using first-in-class providers, 
with exclusive bundles and discounts for members. HexaBuild joined Merit’s Marketplace to feature five 
IPv6 training classes — the same four used in the Readiness Program along with an additional one-day IPv6 
introductory class.

Program materials available from Merit 
Requests for these materials can be sent to ipv6readiness@merit.edu.

• IPv6 Deployment Program Proposal Template - used to create a proposal to IT management for  
furthering campus network IPv6 deployment

• IPv6 Readiness Assessment Guide - used to assess a campus network for IPv6 readiness and deployment

https://teamarin.net/2019/04/03/microsoft-works-toward-ipv6-only-single-stack-network/
mailto:ipv6readiness%40merit.edu?subject=IPv6%20Info
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Case studies at the American Registry for Internet Numbers’ TeamARIN site:  
https://teamarin.net/get6/ipv6-case-studies/

Merit’s Readiness Program Impact
This report finishes by mentioning some of the progress that was made by Merit’s governing  
members as of mid-2020:

• Six reported that they upgraded their IPv6 address plans based on the program’s training.

• Two created new institutional-wide IPv6 deployment plans.

• Three requested additional IPv6 address space (many already had IPv6 address space going  
into the program).

• Two assessed their campus networks to prepare for IPv6 deployment.

• Two upgraded their network equipment to be IPv6 enabled.

• Several updated their security policies to include IPv6.

Bob Stovall, Merit’s vice president for infrastructure strategy and research, looked at governing members’ 
IPv4 requests over the program’s time period and saw that the rate of requests had greatly diminished 
since his first report in 2017. While it can’t be said for certain that this was a result of the program, it is  
an indication of governing members’ growing awareness of IPv4 address scarcity and a flattening out  
of their needs.

IPv6 deployment takes time, consideration, and effort, as this report explains. Merit applauds its governing 
members for participating in the program and taking steps towards furthering their IPv6 adoption.
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A Word of Thanks from the Program Manager

As the manager and representative of the IPv6 Readiness Program team, I would like to 
acknowledge some of the many people who made the program possible:

• Merit President and CEO Joseph Sawasky, Merit Vice President for Infrastructure Strategy and 
Research Bob Stovall, and Merit’s board members for having the vision to launch the program.

• Advisory Board members Dr. Ciprian Popoviciu, Scott Hogg, Alan Whinery, John O’Brien, Jeff 
Harrington, Bill Cerveny, and Dawn Bedard. Dr. Popoviciu, Hogg, and Whinery in particular 
contributed greatly to the program through classes, presentations, and development of 
content and training.

• Hogg’s company HexaBuild Inc. for the outstanding training it provided. When the program 
began in January 2019, after a long period of researching training programs throughout the 
world, it was clear that there was no match to the offerings and quality of HexaBuild’s classes. 
Hogg, Ed Horley, and Tom Coffeen, all authors of well-known textbooks on IPv6, delivered 
exceptional training.

• Indiana University’s Steven Wallace and David Hunter, who provided phenomenal 
presentations and an in-depth case study on IPv6 deployment in a higher education 
environment.

• Dr. Vint Cerf, who joined us to field questions and share wisdom on the current state of  
IPv6 deployment and the consequences of delaying it in one’s own network. 

Merit is grateful to all of you for the encouragement, hard work, and support. Thank you!

Lola Killey 
Program Manager, Merit Network

Lola Killey

880 Technology Dr., Suite B
Ann Arbor, MI 48108 - 8963
P: 734.527.5700
info@merit.edu NETWORK. SECURITY. COMMUNITY.


